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ANNEX “

STANDARD CONTRACTUAL CLA USES “
SECTION | “

Clause 1 «

Purposeand smpe «

)] . The-purpose-of, thesgstandarq -contractual C|aU$§—€Ehe—Gl&H-SS)—IS -to, ensure-
com|d|anc with, the f R j

Parliament and of the Courril, of 27 April 2016 on the protection of, natural persons
W|th regarcito the; processing of persoral data and on the free movenent of suchdqtq
Generd, Datg Protedio h d

country.
(b) TheParties:
(i) thenatural or legal persor(s), public authority/ies, agencyl/ies or otherbody/ies

(hereinafter flentity/iesd) transferring thepersorel data, as listedin, An I.A.
(hereinafter each fidata exporterd), and

A

(i) the entity/ies in a third county receving the persoral datg -from the data -
exporter, diredly or indirectly via an-intermediaryanothey entity, also Party to
theseClaugs, as listed in Anmx |.A. (hereingfter eadh fidata impogere).0)
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Annex |.B.

1 Where the data exporter is a processor subject to Regulation (EU) 2016/679 acting on behalf of a Union institution

or body as controller, reliance on these Clauses when engaging another procespoodssbing) not subject to
the-Regulation (EU) 201679 also ensures compliance wiltticle 29(4) of Regulation (EU) 2018/1725 of the
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B
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European Parliament and of the Council of 23 October 2018 on the protection of natural persons with regard to the

processing of personal data by the Union institutiondidsp offices and agencies and on the free movement of
such data, and repealing Regulation (EC) No 45/2001 and Decisi®@@4¥é2002/EC (Ol 295 of 21.11.2018,
p. 39), to _the extent these Clausesand the data protection obligations as settdn the contract or other legal
act between the controller and the processor pursuant to Articled®R8pulation (EUR018/1725 are aligned.
This will in particular be the case where the controller and processor rely BiatheardContractual
Clausestandard contractual clausem cl uded i n Deci sion [é].
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(d) The Appendix to theseClauses containing the Annexes referred to therein forms an
integral part of these Clauses.
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{eEffed and invariability of the
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addselect the appropriate Module(s) or to add or update informajon in the
AnnexesAppendix. This does not prevent the Parties from including the stangrd
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add other, clauses or, additiona] safeguards provided thaf they do not confradict,
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fundamental rights or freedomsof datga subgcts.
(b) These Clau without prejudice to obligations tg which the datg exporter, js < Formatted ﬁ
subject by, virtug of, the-Regulation (EU) 2016/679. Formatted: Left, Indent: Left: 0,2cm, Hanging: 1,5cm, ‘
Right: 0,14 cm, Tab stops: 1,69 cm, Left
Clayse? - [Formatted: Indent: Left: 7,39 cm, Right: 7,4cm
Clause 3 [Formatted: Indent: Left: 5,96 cm, Right: 5,96 cm ]
Third--party beneficiaries - /{ Formatted L]
(a) Datq Subbdﬁ may, invokq anq enforcg thesq Clausas, as thi rﬁ—:ﬂaﬂt)ﬁ . [Formatted: Indent: Left: 0,2cm, Right: 0,13cm J
beneficiaries, againstthe dita exporter and--/or data imporer, with thefollowing 1 Formatted )
exceptions: {Formatted: Font: 5,5 pt
(i) SedionlClausel, dause?2, Clause3, Clauses, « Formatted: SpaceBefore: 0,45 pt, Line spacing: Exactly
Clausev; Spt
. . Formatted: Justified, Indent: Left: 1,7 cm, Right: 5,34
(i) —Seetion—H m

EN

Module Two; Clause

Clause Formatted

8.1(b), 8.9(a), (¢, (d e); Module Three; Clause8.1(), (c) and (d) and Formatted
Clause8.9(a),(c), (d), (e), (f) and (g); Module Four: Clause8.1-2 (b) and Formatted

annL

2 EN



8.3();

(iii) -+Clause9 - Module Two: Clause9(g), (C

{ Formatted:

Font: 6 pt ]

Clausel- 1 Clausd-2and-Gausel3;

Formatted:

SpaceBefore: 0 pt, Line spacing: Exactly6

9. G < ot
{iy—sedionH-Clause3-1{g), (d),and (e);
(iv)—SedionH-  Clause4:12 - Formatted ]
£4—SedionH, - Mod ; ; Formatted: Indent: Left: 1,7 cm, Firstline: 0 cm, Right:

Three, Clausel2(a), (d) and (f);

0,16 cm, Tab stops: Not at 4,16 cm

2016/679. B

[ Formatted:

Indent: Left: 1,7 cm, Right: 9,05cm

(V) 7(39, (g); ;ormatted: SpaceBefore: 0 pt, Line spacing: Exactly6
Clausel3; [Formatted: Font: 6 pt }
(vi) Sediont-Clause N Formatted ﬁ
8:15.1(c), (d) and (e); (vii) Formatted: Indent: Left: 0 cm, Right: 0 cm, Line
. ing: |
Sediont-Clause9;16(e); 'S:‘:r::ze:mm AL ﬁ
(viii) SeeiontH-Clausell8 - Modules One, Twg and Three Claysg 318(a);) and  + {F PS— ]
(b)); Module Four: Clausel8. ormeres. TomoP [_j
F tted
(b)  Paragraph (@) is without prejudice to rights of data subjeds under. Regulation (EU) - [meaned — 3
ormatted: ont:op

Formatted
Clause “«
21 Formatted
T Formatted:
I nterpretation * ‘ 0,14cm

Indent: Left: 1,7 cm, Hanging: 1 cm, Right: ‘

@ Where thes use theterms that are defi

[ Formatted:

Indent: Left: 0,14 cm, Right: 0,15cm

thosetermsshall, have the sme meaning asin that Regulation.

Formatted

)
B

(b) These Clauss shall be read and interpreted in the light of the provisions of «
Regulation (EJ) 2016/679. “

-

Formatted:

Justified, Indent: Left: 1,7 cm, Right: 12,94 ‘

Indent: Left: 7,39 cm, Right: 7,4cm

Indent: Left: 6,92 cm, Right: 6,92cm

(c) These Clauges shall not be interpreted in a way that conflicts Formatted:
with rights and oblgations provied for in Regulation (EJ) Formatted:
2016/679.

Formatted:

Indent: Left: 0,2cm, Right: 0,13cm

Formatted

{ Formatted:

)

)

)

=

Indent: Left: 0,13 cm, Right: 0,14cm ]

cm

Formatted:

Justified, Indent: Left: 1,7 cm, Right: 10,02 ‘

Formatted

{ Formatted:

SpaceBefore: 0 pt

)
)

Formatted

EN 2 EN



Clause45
Hierarchy

Formatted:
Before: 3,4 pt

Indent: Left: 7,39 cm, Right: 7,4 cm, Space

-

In the event of a eemﬁhetcontram ctlon between t,hese Clauses and the provisions of, any-ether-agreementrelated «

SpaceBefore: 0,15 pt

Formatted:

Indent: Left: 7,25 cm, Right: 7,25cm

agreeamentsbetwe into thereafter, these
Clauses shall pevail.

Formatted:

N
[ Formatted:
[
[

Indent: Left: 0,2.cm, Right: 0,13 cm

Formatted

| Clauses6 A { Formatted:

) :J_/;/\_/;/

Indent: Left: 7,39 cm, Right: 7,4cm

Description of thetransfer(s)

purpesespuipose(s) for ~which -they, are -tranderred, —are -specified —in -Annex_-|.B-[Pescription-of-the
e

The details of the transfer(s), and in particular the caegories of personal data that are transferred -and -the < 7{ Formatted

Formatted:
Before: 0 pt

Indent: Left: 0,2 cm, Right: 0,14 cm, Space

)

-

Formatted:

Font: 14 pt

14 pt

Formatted:

SpaceBefore: 0,05 pt, Line spacing: Exactly

-

Clauseé7 - Optional <

Indent: Left: 6,46 cm, Right: 6,46 cm

Docking clause «

Formatted:

Indent: Left: 6,79 cm, Right: 6,79 cm

@ . An entity that is not g Party, to thethesg Clauses may, with the agreement of the Parties, accedeto these «

Formatted:

[
|
{ Formatted:
[
(

Indent: Left: 0,2 cm, Right: 0,14cm

Formatted

:L;/;/;/

Clausaﬁat any, time, either as g data exporter, or, as a dagta jmporter, by competing the Appendix and
S|qn|nq Annex_|. A—EEBF@FP&#%Q%H@H—B—ED%HWF@#—&M—%&HS@%SH—%H—AH@FH

: SpaceBefore: 0 pt

th
exporter, or, data imporer, in acoorciancqwn “ItS desjgnation in Anrex |.A.

_obligations, of a3 d

(b) Once Annex-+A-isit has competed the Appendix and signed Annex |.A, the acceding entity, shall, be< | Formatted:
h

Formatted:
stops: 1,69cm, Left + Not at 3,17 cm

Indent: Left: 0,2cm, Right: 0,14 cm, Tab

Formatted

Indent: Left: 0,2cm, Right: 0,14cm

SpaceBefore: 0 pt

Indent: Left: 3,43 cm, Right: 3,44cm

Indent: Left: 7,39 cm, Right: 7,4cm

(© . The acceding Partyentity, shdl, have nq rights or, obligations arising under theseClauses from the «

penod rior to the-ehte-ofsigning-Annext-Abemming aParty. Formatted:
Formatted
SECTION|Li OBLIGATIONSOF THE PARTIES . |Fomatea
{Formatted:
cl 8 \[ Formatted
ause { Formatted:

Data proedion safeguards < {

Formatted:

Indent: Left: 5,77 cm, Right: 5,78cm

Thedata exporter, warrantsthatit has usedreasondle efforts to, determine thafthe dgta importer is able, through-«
the implementation of apprapriate technical and organisatioral measutes, to satisfy, its obligations unér these

Formatted:

Justified, Indent: Left: 0,2 cm, Right: 0,13

TS0 T

Left, Indent: Left: 0,2cm, Right: 0 cm

cm
Clauss. Formatted
| MODULE ONE: Transfer controller to controller “ [Formaned:
8.1 Purposelimitation -« { Formatted:

Left, Indent: Left: 0,2cm, Right: 0 cm

The datg importer, shal] retprocess the persord datq fe#an&pwmsesthatarewmemmﬂblew&konly for, Formatted

the spefic, pur s) of, th {Formatted: Left, Indent: Left: 1,7 cm, Right: 0 cm
transfeds)}-unlespersordl datafor anotherpurpose: Formatted
(i) whergit has obtined thedata subgct 6 réor, cpnsent:; . | Formatted: Font: 6 pt

: Line spacing: Exactly6 pt

L B LY

E N ; E N { Formatted:



8.2
@

(b)

(d)

8.3
@

(b)

©

(i) where necessary for the establishmentgexercise or defence of legal claims in thecontext of
spedfic administrative, regulatory or judicial proceedings; or

(iii) where necessary in order o protect the vital interests of the data subjed or of anothernatural [Formatted: Expandedby 0,85 pt ]
person.
Transparenw “ Formatted: Left, Indent: Left: 0,2 cm, Right: 0 cm,
SpaceBefore: 3,55 pt
In order to enable data subpds to effectlvely exerc:lse their rights purswant to Clause'é@f
SeeienH10, the dat the data exporter: [Formatted: SpaceBefore: 0,3 pt

(i) of its identty and contact detils: - {Formatted: Indent: Left: 0,2cm, Right: 0,14 cm

(i) __of the categories of personal dataprocessed,

Formatted

(iii) _of theright to obtain acopy of these Clauses;

[Formatted: Indent: Left: 1,7cm

(iv) where it_intends to rel dfrom Formatted
m#epeqt—p%pes&man—the—p{msees)—e#—the—onward transfer,

I T

{i—where-it-intendsto-disdese-the persgnal, datg to any, third party/ies, of th Formatted
dentityredpient or categories of, that-thrd-party-andrecipients @s appropriate
with a view to providing meningful information), the pumpose of, such
diselosire.onward transfer and the groundtherefore pursiant to Clause8 7.

Paragraph (a) shall not apply where the data subpa aready has the information, includingwhen «
suchinformation has arealy, been provided by, the data exporter, or providing suetihe informajon

proves impossble or would involve g dispropationate effort_for the data importer, |
the datg importer, shal, to the extentpossble, mpke the irformation pulicly available.

(© TFhe-On request, the Partieg shal] provide-the-data-subjpe—withmake g capy, of, the «— [Formatted: Indent: Left: 1,69 cm, Right: 1,63cm }
these Clauss, including the Appendix as competed by them,available Formatted ﬁ

to the daia sub'ed free of charqe Tao the extentneces

o o Uall ]

Formatted: Indent: Left: 0,2 cm, Right: 0,13 cm, Space
Before: 0 pt, Tabstops: 1,69 cm, Left + Not at 3,17 cm

Formatted

urderstand {heﬁ cortent efor exercise higher rights. On request, the AnnexesParties shall
provide the data subed with the reasonsfor the redadions, to the extent posible without
reveding theredaded information

SubparagraphParagraphs (a), to_ (c), ar Rgwithout prejudice to the obligations of the <
data exporter under Articles 13 and 14 of Regulation (EU), 2016/6 79,-in-particularte-inform-the data
: tor of : A

Formatted: Indent: Left: 0,2 cm, Right: 0,14 cm, Tab
stops: 1,69cm, Left + Not at 3,17 cm

Formatted

Accuracy and, data minimisation - [Formatted: Expandedby 0,05 pt

{Formatted: Left, Indent: Left: 0,2cm, Right: 0 cm

{Formatted: Indent: Left: 0,2cm, Right: 0,13cm

Formatted

purpoE(s) of“process ng, is erased or rectified without delay.
If one of the Parties becomes aware that the persoral data it has transferred or received is+«

inaccurate, or has become outdagd, it shall iform the otherPaty without unduedelay. Formatted: Indent: Left: 0,2 cm, Right: 0,14 cm, Tab
stops: 1,69cm, Left + Not at 3,17 cm

[Formatted: SpaceBefore: 0,05 pt

The dita importer, shall ensure thathe persorel data is adequate, relevant and limited to wilat is - {
necessary in relation to the puposes) of processng. \[

EN 6 EN

Formatted: Indent: Left: 0,2cm, Right: 0,13cm

:J_,;/%/\_/ :J_,;/;/;/

Formatted




8.4 Storagelimitation I {Formatted: Left, Indent: Left: 0,2 cm, Right: 0 cm

{Formatted: SpaceBefore: 0,25 pt

Formatted

Formatted

o)

compiance with this obllqatlon including erasure or anonymisation® of thedata and all bad-upsat theend of Lpad”g: single

Formatted: Left, Indent: Left: 0,2cm, Right: 0 cm, Line

(Y

theretention peiod. Formatted »
. Formatted [_j
8.5  Seaurity of processng « . | Formatted =
@ . The -datg -importer, -and, -during -thetransmisson, -alsq -the -datg -exporter, shall implement [ Formnted: SpacsBetore: 025 )
apprapriate technical, and organisatioral, measures to ensure the security of the persoral, data, ingluding, \ ( Formatted: Left,Indent: Left: 0,2cm, Right: 0 cm )
Jprotection against a breach of seaurity lealing to acddental, or-unlawful, d&tru;tion _ loss, [ Formatted: Expandedby 0,15 pt ]
alteration, _unauthorised _disclosure_or,__access-(hereinafter -Afipersanal datg breacho). -In assesgig [Formatted: SpaceBefore: 0,25 pt J

the appraoriate level, of securit ey shall take due account of the state of the art the costs of
implementation, the reture, scope, context and purfose(s) of processing and the riskg involved in the Formatted ]

and-_for the data subea The Partles shaJI in artlcular _congder havm recourse to encryptio

during-tiansrisdon-and-anonymisatien-or_pseulonymisation, including during transnisson, where
this-dees-notprevent-fulfitingthe purposeof, processng can befulfilled in that manner.

The «

(b) The Partles have agreed on the technical and organisatioral measures set out in Annex I,

stops: 1,69 cm, Left

{Formatted: Indent: Left: 0,2 cm, Right: 0,14 cm, Tab

apprgoriate level, of security.

Formatted

al |

N [Formatted: Font: 6 pt

pt

{Formatted: SpaceBefore: 0 pt, Line spacing: Exactly6

U

8 This requires renderlnq the dataanonvmous in SJCh a way that the individual is no longer identifiable by anyone, in line with

recital 26 of Regulation (EU) 2016679, and thatthis processisirreversible.

EN 7 EN




b)y——-1() The datg importer, shal] ensurethat personsauthorised tg_process the

personal data have committed themslves to confidentiality or are under an

appropriate stgutory obligation of confidentiality.

- Formatted ﬁ
Formatted: Indent: Left: 0,2 cm, Right: 0,14 cm, Space

Before: O pt, Tab stops: Not at 3,17 cm

(6——d)_In-the-
by -the —data importer—_under these Clauss, the —data —|mporter —shal] —take

(N

{ Formatted: Font: 6 pt

Formatted: SpaceBefore: O pt, Line spacing: Exactly6

appropyiat
Mitigate its passible adverseeffects.

pt

{d)—h‘—(e) In case of g persorel dat
adverse-effedsa risk to the rights and freedomsof natural persons, the data importer,

shall -without -undue-delay, -noftify -both-the -data -exporter, -and -the -compeent

Formatted: Indent: Left: 0,2cm, Right: 0,14 cm, Tab
stops: 1,69 cm, Left

Formatted

{ Formatted: Font: 5,5 pt

sugErvisary, authoiity, within-the-meaning-of-pursuant to Clause 9-of Sedion-t

FSupervisient13. Such notification shall containi) a description of the rature of the

breach (including, where possble, categories and appraximate number of data
subgcts and persordl data records concerned), ii) its likely consejuences, iii) the
measures taken or propo h d

contact point from whom moreinformation can be obtaired, -To the extent it is

— J

‘ Formatted: SpaceBefore: 0,5pt, Line spacing: Exactly
5 pt

Formatted: Indent: Left: 0,2cm, Right: 0,14cm, Tab
stops: Not at 3,17cm

L

Formatted

not possible for the data importer, to provide al, the informationat the same time, it
may dq sqin, phases without unduefurtherdelay.

{e&—(f) In additien,case of a persordl data bread thatis likely to result in, sueheas&sa

{Formatted: SpaceBefore: 0,05 pt

Formatted: Indent: Left: 0,2cm, Right: 0,14 cm, Tab

high risk to therights and freedomsof natura persons_thqdatmmpor[er shall also-if
necessary-n-cooperation-with-the data-experter- hotify withoutun he d
subpds concerned of the persorel data breach_and its nature, if necessarv in

stops: 1,69 cm, Left

Formatted ﬁ

cooperation with the data exporter, together with the information referred to in
subpragraph—€);paragraph (e), points ii), to iv), unlessthisthe data importer hes

implemented measures to significantly reduce the risk to the rights or freedoms of
natural persons,or noificaion, would _involve _dispropationate efforts. In the

AAA

latter case, the dita importer shallinstead issue a pubt communication or take a

similar measure to infom the public of the persoral databreach.

EN g EN

<

{ Formatted: Font: 8,5 pt }

‘ Formatted: SpaceBefore: 0,2 pt, Line spacing: Exactly ‘
8 pt




(9) The datg |mporter qhall -document -al, -relevant -facts -relating -to -the persmal, - Formatted: Left, Indent: Left: 0,2 cm, Right: 0,14 cm,
d

remeddal, action talen, and arecord SpaceBefore: 3,3pt, Tabstops: 1,69cm, Left + Not at
thq"mf 3,17cm

Formatted [ﬂ
8.6 Speaal <« {Formatted: Indent: Left: 0,2cm, Right: 12,14cm ]
peFSMSGnSitiVe dqta /{ Formatted ﬁ
Fo-the-exteniWhere the transfer includesnvolves persgna data reveding radal or ethnic - [Formaned: Indent: Left: 0,2cm, Right: 0,13cm ]
origin, politicd, opinions, religious or phiosophed, beliefs, or trade union memtership, Formatted ﬁ
genetic data, or biometric datg for the purpose of uniquely identifying a natural person, datg
concerning hedth or g persorts sex life or sexual orientation, or data relating to criminal
convictions or offences (hereinafter, fispedal-categeriesofsensttive, datad), the data _importer,
shall, _apply _specific, restrictions_and/or, additiona] safeguards adapted to the specifjc nature
of the data and the risks involved, This may fer-instance-include restiicting the personnel,
permitted to access the persordl, data, additiona] —seaurity, —measues —(such —as
pseuonymisation) -and/or -additiona -restrictions, with respeet to further disclosure.
8.7 Onward tr ansfers “ {Formatted: Indent: Left: 0,2cm, Right: 11,41cm ]

The data importer shall not disclosethe persanal data to g third party located outdde the
European Union* { (in_the same county as the data importer or_in_ancther third county,
ereinafter, flonward transferd), unlessthe third party, js or, agrees tg be boundby, these Clauss:
Alternatively, under the apprapriate Module. Otherwise, an onward transfer, by the data
importer, may, only, takeplace if:
(i) itisto acounty benefitting from an adequacy decision pursiant to Article 45
of Regulation (EU) 2016/679that covers theonward transer;

(ii) _thethird party othewise ensues appraoriate safeguards pursuant to Articles 46 « ‘ Formatted: Indent: Left: 1,7 cm, Right: 0,14 cm, Space
or 47 of | lation (EU), 2016/679with respect to the pocessng in queston; Before: O pt, Tabstops: 2,68cm, Left + Not at 4,16cm

s - : it R Formatted [—j
e , . : )

Formatted: Font:5,5pt

Formatted [ﬂ

’ ‘ Formatted: SpaceBefore: 0,45 pt, Line spacing: Exactly ‘

5 pt

Formatted: Indent: Left: 1,7cm, Right: 0,14cm, Tab
stops: 2,68cm, Left + Not at 4,16 cm

Formatted [ﬂ

(iiiy the thir

the dataimporter provides acopy of thesesafeguards to the dta exporfer;-o¢

(iv) the-it is necessay for the establishment.exercise or defence of legal claims in
the context of spedfic administrative, requlatary or judicial proceedings;

(v) it is necessay in order to protect the vital interests of the data subjed or of
anothernatural person;or

(vi) where none of the other conditions apply, the datg importer, has obtajned the < 7{ Formatted ﬁ
explicit_consent _of the data subpd_for an onwerd trander in a speific Formatted: Indent: Left: 1,7 cm, Right: 0,14 cm, Tab

stops: 2,68cm, Left + Not at 4,16 cm

4 The Agreement on the Furopean Economic, Area (EEA, Agreement), provides for, the, extenson of, the
European Union's jnternal market tq the three EEA Staes Iceland, Liechtenstein and Norway, The Union data Formatted
protection legislation, including Regulation (EU) 2016679, is covered by the EEA, Agreement and hasbeen

Jincorporated ntg Annex XI, theresfthereto, Therefore, any, disclosure by, the datg impotter tq g third, party, located

in the EEA, doegnot qualify as anonward transfer for the purpesegpurpose of these Clauses.

Lk

EN 9 EN



situation, after, having informed

#ansfer—L the identity of the recnpnmtés)—e*—eetegen%ef—#eemems anq ef—thq

possble risks of such tensfer, to the-data-stbject-him/her due tothe lack of

appraopriate datel,prot,ectgor1sﬁfegqards4‘-eHhean\NardrtFaﬁsfac In this case, the
data importer shall ed h data

thedata subgct.

A

Any, diselosuremay-only-take-place onwerd transfer is, subpd, _tg_compgiance by, the

data, importer with, al, the, ot ards umer theseClauses, in mrticular, purpose
limitation.

A

’ 8.8 Processng under the authority of the data importer

<
<
<
-
<

The data importer shall ensure that any person ading under its, authority, including a
processor,does-net-praesprocesses the data exeeptonly onits jnstructionsfrom-thedata

e,

N “«

8.9 Documentation and comp]jance <

@ . FhePartiestach Paty, shal] be able tg demonstete comgiance with, its obligations+

under these Clauss, In particular, the data importer shall keep approprigte

documentation of the processng adivitiescarried outunder, its responghility.

A

supevisory authority on request.

(b) The data importer shall make such documerntation available, to the compeent

MODULE TWO: Transfer controller to processor «|

8.1 Instructions “
@ The datq importer, shall procsgthe persmal daIa only on documened mstru:tlons<

Formatted

/ { Formatted:

Font: 10 pt

pt

‘ Formatted:

SpaceBefore: 0 pt, Line spacing: Exactly10

—

Formatted:
Before: 3,4 pt, Line spacing: Multiple 1,09 i

Indent: Left: 0,2cm, Right: 0,15cm, Space

Formatted

{ Formatted:

Font: 6 pt

ual

6 pt

Formatted:

SpaceBefore: 0,1pt, Line spacing: Exactly

[ Formatted:

Font: 10 pt }

pt

Formatted:

SpaceBefore: 0 pt, Line spacing: Exactly10

{ Formatted:

Indent: Left: 0,2cm

{ Formatted:

SpaceBefore: 0,25 pt

L

Formatted:
spacing: Multiple 1,08li

Indent: Left: 0,2cm, Right: 0,15cm, Line

Formatted

{ Formatted:

N3l

Font: 6 pt

6 pt

Formatted:

SpaceBefore: 0,25 pt, Line spacing: Exactly

{ Formatted:

N

Font: 10 pt

pt

Formatted:

SpaceBefore: 0 pt, Line spacing: Exactly10

[ Formatted:

Indent: Left: 0,2cm

Formatted

[ Formatted:

Indent: Left: 0,2cm, Right: 0,13cm

Formatted

[ Formatted:

Font: 5,5 pt

such |nstruct|onsthr0Lghou1thq duratlon of thq conlrapt—bu{—sueh—mstmeﬂensshau

awayshbe-daumened.
(b) The datg importer, shallimmedately inform the datg exporter, if, it is unable to follow <

those infguctions.

8.2 Purpose Imitation “«
The data importer, shal] processthe persord, datg only, for, the spexific,

purpose(s) of the transfer, as set outn Annex | B-[Bescription-ofthe

transfer(s)}-, urless on futher instructions fom the data exporter.

EN 1 EN

‘ [ Formatted

Formatted

[

Formatted

Formatted

Formatted:

SpaceBefore: 0 pt

[
[
[ Formatted
[

Formatted:

Indent: Left: 0,2cm, Right: 0,14cm

Formatted

Formatted

[ Formatted

[ Formatted

{ Formatted:

SpaceBefore: 0,25 pt

Formatted

D e e e e e D e




8.3 Transparency <

TFheOn request, the data exporter shall makea copy of theseClauss, including the Appendix <
as competed by the Partiesshallprevide available tg the data subject with-a-copy—ofthe

{ Formatted: Condensedby 0,05 pt

(N

Before: O pt

Formatted: Indent: Left: 0,2 cm, Right: 12,1 cm, Space

Clauss-upenrequestree of charge, Tq the extent necessgry tq protect busiress seqets or,
other confidential, information, including the measures described in, Annex |l _and persorel

the Partiesdata exporter, may, redact part of the text of the AnrnexesAppendix tg these
Clauses prior, to sharing a copy,, but shal] provide a meaningful, summary where etherwisethe
data subgd, would othewise not be able tg understand the its content ef-the-Anrrexes.or

exercise hishher rights. On request, the Parties sial provide he dita subgd with the reasons
for the redadions, to the extent posible without reveding the redacted irformation, Thig

Clause js netwithstandingvithout prejudice to the obligations of the datg exporter, under

Articles 13and 14 of Regul_ation (EU) 2016/679.

8.4 Accuracy

the etherParty—data exporter without unduedelay. In this case, the data

importer shell cooperate with the data exporter tg eraseor. rectify thedata.

EN L EN

{Formatted: SpaceBefore: 0,25 pt

{Formatted: Indent: Left: 0,2cm, Right: 0,13cm

Formatted

)

[Formatted: Indent: Left: 0,2cm, Right: 12,93cm

Formatted




8.5 SteragetmitationDuration of processng and erasure or return of <7[ Formatted ﬁ
dqta {Formatted: Indent: Left: 0,2 cm, Right: 5,12 cm, Space }
Processing by the data importer shall only take place for the duration spe:med in_ Annex IB YUpen- Before: 3,55 pt

terminationAfter the end
the choice of thedata exporter, delgte al, persorel, data pr: ocegseq on behaﬂf of the datg exporter anq certlfy to
the datg exporter, that it has donesoJ—E@PquQN—Z—L_‘ returrlto the datq exporter allnpersoraludata pocessegorl
its behalf, and delete existing copies}- i wi Ry aw—ap
te-._Until,_the -datg is deleted or returned, the g |mpor;er —pmhbiﬂhg—ﬂum—er—d%%enen—ef—the
persord-datashall continue toensurecompiance with theseClauss, In thatcase of local laws applicable to
the dita 1mporpr Fthat proh|b|t return or deletion of the mrsonal data, the dta importer warrants}, thaf it, will,

: 0 ycontinueto ensurecomgiance with th&e
der, that local law._This is without
pre|ud|ce to Clausel4, in particular the reguirement for the data importer under Clause14(e) to notify the
data exporter throughout the duration of the contract if it has reason to believe thatit is or has becomesubged
to laws or pradices notin linewith the requirementsunder Clausel4(@).

Formatted

sl

Formatted: Indent: Left: 0,2 cm, Right: 0,13 cm, Line
spacing: Multiple 1,08 i

: : """"" { Formatted: Font: 6 pt }
8.6 Seaurity of processng ) {Formatted: SpaceBefore: 0,2 pt, Line spacing: Exactly }
@) . The —datg -importer, -and, -during -the—transnisson, -asq -the -datg —exporter, shal| implement - 6pt

apprapriate technica, and organisatioral, measues to ensure the security of the data, including [Formatted: Font: 10 pt J
protedion against a breach of security leading to gccidenta] or unlawful destriction, loss, gteration Formatted: SpaceBefore: 0 pt, Line spacing: Exactly10
unauthoriseddisclosure or accessto that datg (hereinafter fipersorel, data breagho), In assessng the pt

apprapriate level, of security, theythe Partiesshalltgke dueaccountof the stateof the art, the costsof
imlenetiaion. he e ope, e g puress) of g the kg e i e\ s ot 020m g oz
procesgng;-and-subpds. The Parties shall in particular, consider, having remurseto encryption during Formatted
transhAtsgen-anthanenymisaton-or, pseudo isation, includingduring transnmisgon, where this-dees |

netjreventfulfilling-the purposeof processng: can be fulfilled in that maner.  In _case of

pseulonymisation, _the additiona] information for, attributing the personal, data tg a speific data

subged shall, where pos#ble, remain under, the exclusive control, of the data exporter, In comgying

with, -its obligationsunder, this —ebligation,—paragraph, the —datg —importer —shall, -at leastimplemen

the —technical —and organisatioral measures speified in Annex ||-{Fecinicalandorganisatenal. The

data importer shall carry out regular cheds to ensue that thesgmeasures}-_continue to_provide an

appropriatelevel of seaurity.

(b) Thedatgim
only, to the extent strictly necessary, for, the |mplementa]on maregement anq
onitoring of th ract

[Formatted: Indent: Left: 0,2 cm, Right: 10,67 cm

)

Formatted ﬁ

EN i’ EN



‘ _persordl, —datg —have —committed —themslves —to-, confidentiality —or, —are —under-, an apprqoriate setutory </{ Formatted [_j

R Obhgatlon ofconfldentlallty. - Formatted: Justified, Indent: Left: 0,2 cm, Hanging: 1,5
(© . Inthe event of g persanal, datg bread) concerning persorel, datg processedby the data importer under « cm, Right: 0,13 cm, SpaceBefore: 0 pt, Tabstops: 1,69
these Clauses, the data importer, shall take apprgoriate measures to address the perseral-data-breach, cm, Left
including measures _tg mitigate its adverse geffects, The data importer, shal] alsq notify the datg [Formatted: Font: 5,5 pt J
e)(porB’AWithquLundugddayA aftAer“haviAng beCDmQaWélrQ of the hq&ch Such nqtjfi @ion shall contain {Formatted: SpaceBefore: 0,5 pt, Line spacing: Exactly }
the citails of acontact point where moreinformationcan be obtajed, a description of the nature of the 5 pt

breach (including, where possble, categories and appraximate numberof data subjects and persordl
datg records concerned), its likely congguences and the measues taken or proposd to be

V4]

\ {Formatted: Indent: Left: 0,2cm, Right: 0,13cm

Al |

takenaddress the breat including, where appropriate, messures to_mitigate its possble adverse Formatted
effects, Where, and in sq far, as, it is not possble tg provide al jnformation at the same time, the
initia, notificaion shdl, contain the jnformation then available and further, information shall-be
: , a5 it beaomes available, sulseguently be providedwithout uuedelay. § [Formatted: Font: 5.5 pt ]
(d) Thqda;mmporler shalj cooperqtem—geed—ﬁatth—wnh mqassstthe deﬁq @(porter {Formatted: SpaceBefore: 0,5 pt, Line spacing: Exactly }
to,_enablg the datg exparter, to _compy, with, its obligations under the Regulation (EU 2016/679 5 pt
neotaby in particular, tg _notify the compeént _supevisory,_authorjty and the affected_data ibjects Formatted: Indent: Left: 0,2 cm, Right: 0,14 cm, Tab
aking into account the nature of processng and the irformation available tothe data imporer. Ltops: 169cm, Left+ Not at 317cm }
Formatted [_j
8.7 Spedal—categories—of “ {Formatted: Indent: Left: 0,2 cm, Right: 12,14 cm ]
persenalSensitive data /{ Formatted [—j
Fo-the-exteniWherg the tr i i igi {Formatted: Indent: Left: 0,2 cm, Right: 0,14 cm, Line }
opiniors, reli ious or spacing: Multiple 1,08li
)

Formatted

Formatted: Font: 6 pt

Formatted: SpaceBefore: 0,2 pt, Line spacing: Exactly

datgd), the datg importer, shal] apply, the specific, restrictions and/or additional sfeguards described in Annex
I | B-occesisdenalihotnndo o

Formatted: Font: 10 pt

A

8.8 Onward tr ansfers

The datg importer, shal] only, disclose the personal, datg to g third party, on-thebasis-ef documented <
instructionsfrom the datg exporter. In addition, the data may, only be disdosedtq g third party |ocated outsde [
the European Union® £ (in_the same country as the data importer or in_another third countr ereinafter,

flonward transferg), if, the third party, is or, agrees to_be bound by, these Clauses-er—atternatively—an-onward {
transﬁer—by—thedata—mpwepmay—enly—takeplaee under theapprapriate Modub orif:

Formatted: SpaceBefore: 0 pt, Line spacing: Exactly10
pt
Formatted: Indent: Left: 0,2 cm, Right: 11,41 cm

A
S (A S

o

o

=3
- JC A J

Formatted: Indent: Left: 0,2 cm, Right: 0,13 cm, Line
spacing: Multiple 1,051i

3.

< Formatted
() _the onward trander is to a county benefitting from an adequacy dedsion pursant to < [Fo,matted: Font: 6 pt
Article 45 of Regulation (EU) 2016/679thatcovers the onward transfer; . Formatted: SpaceBefore: 0.3 pt, Line spacing: Exactly
(ii¢}) thethird party othewise ensukes appraorigte safeguards pursuant to Articles 46 or47 Regulation <\ 6 pt

of (EV), 2016/679WIth respeet tg the IJ'OCESSQ ng in queston; Formatted: Justified, Indent: Left: 1,7 cm, Right: 0,13

cm, Tabstops: 2,68cm, Left + Not at 4,16 cm

Formatted: Font: 6 pt

ecessry for, the estabhshmentexeruse or defence of

legal claimsin the context of specific administrative, requlatay or judicial procealings; or Formatted: SpaceBefore: 0 pt, Line spacing: Exactly6

pt

—
A L =

Formatted: Indent: Left: 1,7 cm, Right: 0,14 cm, Tab }
5 The Agreement on the European Economic Area(EEA Agreement), providesfor, the, extension of, the Europea ijon'sinternal stops: 2,68.cm, Left + Not at 4,16¢cm
market tq the three EEA, Stags I celand, Liechtenstein and Norway, The Union dataprotectjon legislation, including Regulation (EU Formatted [_j
2016/679, is covered by, the EEA, Agreement and hasbeen incorporated jntg Annex X|, theresttheretq Therefore, any, disclosure by, the
: ; g X Formatted
datgimporter tq g third, party, locatedin, the EEA, doesnot qualify, as anonward transfer for, the purpesespurposgof, these Clauses.
Formatted [_j

EN 10 EN



Any onwerd transfer is subed to,compiance by, -

(iv) _theonward transfer-Any-diselesuremay-only-takeplace- is necessay in order to

Formatted

]

N

protect thevital interestsof the dita subpd, teor of another natural person.

theseClauses, in marticular purpose limtation.

Formatted: Justified, Indent: Left: 0,2 cm, Right: 0,15
cm, SpaceBefore: 0 pt, Line spacing: Multiple 1,081i

Formatted
“ {Formatted: SpaceBefore: 0,6 pt }
8.9 Documentation and compliance A [Formatted: Indent: Left: 0,2 cm, SpaceBefore: 3,65 pt }
@ . The datg importer, shall, promptly and properhyadequately, ded, with, irguiriesenquiries from the data < [Formatted: SpaceBefore: 0,15 pt ]
exporter that relateto the processng under theseClauss. \[ Formatted [—j
(b) The Parties shallbe able to demonstate compliance with theseClauses. In particular, thedatg importer, « [Formatted: Indent: Left: 0,2 cm, Right: 0,14 cm }
shal] keep, appropriate documentation on the processng adivities caried out on kehalf of the data Formatted: Indent: Left: 0,2 cm, Right: 0,14 cm, Tab
EXPOFH%GEF%S*%PGFW stops: 1,69cm, Left + Not at 3,17 cm
(0 The dita importer shallmakeavailable tothe dita exporter al informationnecessay tq demonstete < Formatted [_j
compiance with, the obligations set out in theseClauses and at the dita exporterds request, allow, for, [Formatted: Indent: Left: 0,2cm, Right: 0,13 cm }
and contribute to reviews-of-data-files-and-documenttion,—or—of-audits of the pocessng activities Formatted [_j
cover m—pamemar—am remonaule intervals or if th indicaions of n ormate
compiance, |
certifi cations teld by thedata jmporter.
(d) The data_exporter, m@yH hoqsq_t condwy ghq audl byA_ltseIf—te or mandate—at—&s@wn@es@ | Formatted: Fon: 6 pt )
o+rely-on-al d a ter—\A {Formatted: SpaceBefore: 0,05 pt, Line spacing: Exactly}
6 pt
Formatted [_j
apprqmate bq cqrrled out Wlth reasonablqnouce {Formatted: Indent: Left: 0,2 cm, Right: 0,14cm, Tab }
©® , The data-imperter Parties, shall,_make _the, information _referred to, in,_paragraphs (b) _and (c), stops: 1,69 cm, Left + Not at 3,17.cm
|nclud|ng the results of any audits, available to the competent supevisory authority on request. [Formatted: Indent: Left: 0,2cm, Right: 0,13cm ]
Formatted [_j
MODULE THREE: T ransfer processorto processor . [ Fomatted: Font 14 )
{Formatted: SpaceBefore: 0,6 pt, Line spacing: Exactly }
8.1 Instructions 14 pt
@ The dhta exporter, has informed the dtg importer thatit ads as processoruncer the ingructions of. « | Formatted: Indent: Left: 0,2cm, Space Before: 1,45pt_|
theits controller(s)-as-spedfied-in-AnnextA—fListof parties;), which the datg exporter shell make [Formatted: Indent: Left: 0,2cm ]
available tq the dita importer, prior to processng. {Formatted: Indent: Left: 0,2cm, Right: 0,14 cm ]
(b) The data importer shal process the persana data only or documened instrictions fom —the < Formatted [—j
controller—, as communicated to the data importer by the data exporter, and —any —additiona] Formatted: Indent: Left: 0.2 cm, Right: 0,14 cm, Tab
documented -instructions-from -the- data exporter, Such additiona] instructions shall not conflict with stops: 1,69 cm, Left + Not at 3,17 cm
the ingructions from the controller, The controller or data exporter may glve fqrther documened [_j
Formatted
instructions regarding the datg processng w & W ‘
Haperterthraughoutthe duration of the contr %u%suehmstrueﬂensshaﬂahvay&beﬂ@ameﬂed
(@] Indent: Left: 0,2 cm, Right: 0,13cm

instructions. Fe—the-exteniWhere the datg importer, is unable tg follow, the instructions from the

Formatted

Al |

The data importer shall immedgtely inform the data exporter if it is unable to follow those;[ Formatted:

controller, the data exporter shell immedetely, notify the controller-therest.

< { Formatted:

Font: 6 pt

6 pt

Formatted:

SpaceBefore: 0,15 pt, Line spacing: Exactly

(|

EN 10 EN



(d) The data exporter warrants that it has imposedthe same data protection obligations onthe dita
importer as set out in the contrad or other égal ad under Union or Memter Siate law between the
controller and thedata exporter®.

-

cm, SpaceBefore: 3,65 pt

8.2 Purpose Imitation “a {Formatted: Justified, Indent: Left: 0,2 cm, Right: 11,3 }

The data importer, shal] processthe persordl, datg only, for, the speeific, purpose(s) of, the

transfer, as _set out jn_Annex | .BfBeseriptionof., unless onfurther instructions fom, [Formatted: SpaceBefore: 0,15 pt
the #ansfeF(-s)]Tcontroller, as communicated to the dtaimporter by the dita exporter, orfrom Formatted

)
)

the dita exporter.

8.3 Transparency g {Formatted: Indent: Left: 0,2 cm, Right: 12,1 cm, Space }

The-Parties shall-provideOn request, the datg subjpa—withexporter shall make g copy of, the Clausss-upen~ — LBefore: 0Pt

reguesttheseClaugs, including the Appendix as comdeted by the Paties, available to the data subject free of \ . [Formattedi SpaceBefore: 0,25 pt ]

charge, Tq the extent necesgry tg protect bushess secrets or. other confidential, informajon, the-Parties {Formatted: Indent: Left: 0,2 cm, Right: 0,13cm }

including personal data, the dataexporter may, redact part of the text of the Annexes-to-these-ClaussAppendix Formatted [—j

prior, tg shaing a copy, but shal] provide g meaningful, sunmary where etherwise-the datg subject would

othewise not be gble tg understand thets content ef-the-Annexesor_exercise higher rights. On reguest, the

Parties shall provide the data subpd with the reasonsfor the redadions, to the extent possble without

revedling the redaded information

8.4 Acauracy I {Formatted: Indent: Left: 0,2cm, Right: 12,93cm }

Sl foooc

If, ene-of the Patiesdata importer, becomes [ ived i [ Formatted: Indent: Left: 0,2cm, Right: 0,15cm )

inaccurate, or, haq become ounat‘ed‘ |tA shall, inform the etheppartyuaﬂﬁheeemreuerdata exporter, without Formatted [—j

unduedel thed all if

erasethe data

8.5 SteragetmitationDuration of processng and, erasure or, return of . [Formatted: Indent: Left: 0,2 cm, Right: 5,12 cm }

data . Formatted [_j

Processng by the data importer shal only take place for the duration speified in Annex |.B. Upen< [Formaﬁed: SpaceBefore: 0,3 pt J

terminationAfter the end of the provision of the processn vjces, the datg importer, shal , at Formatted: Indent: Left 0.2 cm. RiGht 0.13 cm. Lins

the choice ofthe data exporter, delete all, persorel, datg processedon behalf, of the controller, and certify tg the Lpacing: sing|e  Left: 0,2 cm, Right: 0, , }

datg exporter, that it, has done sd—{@% return to the data exporter, al, persord, data pocessed Formatiod [_j
ormatte

on its behalf, and delete existing copleM&s—newth&andmg—any—reqamems—wHeal—law

applieable—to-. Until, the -datg is deleted or returned, the ditg importer
the—perseral-datashall continue toensurecompgiance with these Claus, | of local laws applicable
to the data lmporler {that proh|b|t return or deletion of the mrsonal data, the @dta importer warrants}, thatit, will,

: v ycontinueto ensurecomgiance with th&se
i ._This is without
prejudice to Clausel4, in particular the requirement for the data importer under Clausel4(e) to notify the

5 See Article 28(4) of Regulation (EU) 2016/679 and, where the controller is an EU institution or body, Article
29(4) of Regulation (EU) 2018/1725.

EN 10 EN




data exporter throughout the duration of the contract if it has reasonto believe thatit is or has becomesubged

to laws or pradices notin linewith the requirementsunder Clausel4(a).

8.6
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APPENDIX

| EXPLANATORY NOTE:
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importer(s). This does not necessaily require competing and sgning separate appendices for each

transfer/category of transfers and/or contractual relationship,where this transpaency can achieved through one

appendix. However, where recessary to ensue sufficient clarity, sepaate appendices shold beuse.
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C. COMPETENT SUPERVISORY AUTHORITY
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trarsfers from a processor to a sub-processor,

to the data eporter
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ANNEX I 1 Listl | ST OF SUB-PROCESSORS
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