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Dear Colleagues,

Data protection affects you, either as a customer or a staff member whose data are processed, or 
because you come into contact with the personal data of third parties as part of your job. Data 
protection law, and in particular the Federal Data Protection Act (BDSG), only allows you to collect, 
process  and use the personal data of colleagues, customers, suppliers and other third parties if 
this is in line with statutory provisions and corresponding internal instructions. All staff members 
are bound by the legal obligation to maintain data confidentiality. This obligation still applies after 
you have left the company.

The purpose of data protection is to protect individuals against any infringement of their personal 
rights in the handling of their personal data; this calls for responsible action in dealing with perso-
nal data and also awareness of the risks involved when using IT systems and applications.

These explanatory notes aim to give you an outline of the general principles of data protection and 
inform you of your rights and obligations. Naturally you may consult me in my capacity as Data 
Protection Officer on any doubts you may have. Please feel free to approach me in confidence.

Your Data Protection Officer

Introduction
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DATA PROTECTION – AN OVERVIEW

Data subjects …
... exercise their rights
Data subjects can request infor-
mation on data held and if neces-
sary have their details rectifi ed, 
erased or blocked

► From page 14 

► From page 6 

The company ...
... holds responsibility
A company may only collect, pro-
cess and use personal data as sti-
pulated by data protection law.

► From page 12

... secures the data
Personal data must be adequa-
tely protected against unautho-
rised access, loss and destruc-
tion.

► From page 10

... organises data protection
A company determines how and under 
what conditions personal data may be 
collected and processed. 

The state ...
... monitors compliance
The Data Protection Supervisory 
Authority can object to any illi-
cit processes, impose fi nes and 
lodge complaints.

► From page 4 
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Why is data protection necessary? 

The progress of technical development in automatic data processing entails growing risks of misuse 
of data. There is an increasing amount of data that can be stored, combined and evaluated to an 
almost unlimited extent. This can compromise the individual’s personal rights and freedom and is 
particularly the case when individuals do not know who has which of their data, what is being done 
with these details and to whom they are being transmitted. This is why any processing of personal 
data requires a legal basis.

The principles of data protection are laid down by the Federal Data Protection Act (BDSG). There are 
also provisions that apply to specific areas.

Who does the BDSG protect?

The BDSG protects individuals in relation to the use of their personal data. This means staff mem-
bers, customers and suppliers or their associates.

Who does the BDSG address?

1.  Private organisations and companies, but also individuals who process personal data as re-
sources with which to achieve their objectives, ie. the self-employed, associations, companies 
engaged in production, trade and services.

2.  Other private commercial processors whose job involves the processing of personal data for 
others, such as service data centres, commercial investigators, market and public opinion re-
searchers, mailing list traders, brokers and directories, scientific research establishments and 
the media.

3. National public bodies, i.e. federal authorities.

THE MONITORING FUNCTION OF THE STATE

Data on legal persons, associa-
tions, federations, etc, are not 
protected by the BDSG. It also 
does not  apply to activities 
that are solely of a personal or 
family nature.

Section 1 (1) BDSG: 

“ The purpose of this Act is to 
protect the individual against 
his right to privacy being im-
paired through the handling of 
his personal data.”
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The biggest risk for a company 
is damage to its reputation and 
image!

External Monitoring by the Data Protection Supervisory   
Authorities

The Supervisory Authority intervenes where there are grounds for suspicion – but not only then.The 
Supervisory Authority assesses the legitimacy of data processing in companies, imposes data secu-
rity requirements and can under certain circumstances prohibit a procedure which is not legitimate. 
The Supervisory Authority can also impose fines and lodge legal complaints.

The Consequences of Data Protection Violations

Administrative offences
are certain kinds of wilful or negligent violations of data protection regulations. These mainly in-
volve violations of the obligation to register, document and inform as well as certain unauthorised 
data collection or processing measures.

Criminal offences
are wilful actions committed in return for payment or with the intent to harm or obtain material 
benefit. Not only is the data subject entitled to bring charges but also the Data Protection Super-
visory Authority and the company.

Damage compensation obligations 
by the company arise if a data subject suffers demonstrable harm through illicit or inaccurate data 
collection, processing or use. The company can exempt itself if it proves that due care has been 
exercised. Under certain circumstances the responsible staff member can also be held liable.

Labour law consequences 
Violation of data protection regulations can also have labour law consequences ranging from a 
warning to dismissal.

Section 43 BDSG 

Unauthorised data collection 
can be penalized by a fine of up 
to 300.000 € and skimming off 
of excess profits, other violat-
ions with fines up to 50 000 €.

Section 44 BDSG

Violations of data protection 
clauses with criminal law 
repercussions are penalized by 
imprisonment of up to 2 years 
or a fine.
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THE RESPONSIBILITY OF THE COMPANY

The company has responsibility for the legality of data processing. This is why the BDSG uses the 
term “controller”. Service providers who are commissioned to process data (i.e. service data cen-
tres, disposal bodies) are regarded as part of the controller. The company is represented by its board 
or its management. Individual staff members are also addressed by the BDSG. They may not collect, 
process or use data without authorization. This is why the company is obliged to ensure that those 
entrusted with data processing are aware of BDSG regulations and  any other data protection clau-
ses that are relevant. In addition, they should give an undertaking to maintain data confi dentiality 
prior to taking up employment.

When must companies comply with the BDSG?

The BDSG applies everywhere where personal data are processed - both in computer systems and 
in structured sets of data such as index cards or fi les.

   Personal data are separate items of information on

   the personal or factual circumstances of a specifi c or

   determinable individual.

This applies equally to the data of staff members and colleagues as to customers or suppliers. Data 
not directly related to a person (i.e. without a name) can also be personal data when they can be 
linked to a specifi c person (personnel number, car registration number). The protection level of data 
depends on the use to which they are to be put. But the BDSG does defi ne some data as “particu-
larly sensitive”. They may only be processed according to strict regulations, they are as a rule not 
allowed to be used for marketing purposes.

Section 5 BDSG: Confi dentiality 

“Persons employed in data 
processing shall not collect, 
process or use personal data 
without authorisation (confi -
dentiality). On taking up their 
duties such persons, in so far 
as they work for private bodies, 
shall be required to give an 
undertaking to maintain such 
confi dentiality. This under-
taking shall continue to be 
valid after termination of their 
activity.”

Personal data
i.e. addresses, telephone num-
bers dates of birth, photos, em-
ployer, salary, assets, property, 
conduct at work, performance 
at work, personnel number, PC 
user ID, machine related utiliza-
tion periods

Sensitive data
i.e. racial and ethnic origins, 
political opinion, religious or 
philosophical convictions, 
membership of trade unions, 
health and sexual habits

   the personal or factual circumstances of a specifi c or
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When is data processing allowed?

Any collection, processing or use of personal data requires legal justifi cation. In addition, the purpose for which the data are being processed 
has to be specifi ed when data are collected.

Authorization by BDSG Authorization by legal 
provisions

The BDSG permits the processing of personal 
data, 

•  if they are required for a contract or forth- 
coming contract with the data subject;

•  if the legitimate interests of the company 
outweigh the data subject’s protectable 
interest in being excluded from proces-
sing;

•  if the data are readily accessible or their 
nature is such that they can be publish-
ed.

There are also legal provisions apart from the 
BDSG that permit or even stipulate that data 
be processed. Of great practical relevance 
here are taxation and social insurance law for 
payroll accounting or the Telecommunications 
Act (TKG) and the Telemedia Act (TMG) for 
telecommunications and internet providers. 
Any company or service agreements conclu-
ded take precedence for the purpose of pro-
cessing personal data. 

Consent of data subject

Data processing is allowed if data 
subjects give their consent. Agree-
ment must relate to a specifi c pro-
cessing procedure and be routinely 
supplied in writing.

oror
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Collection
Acquiring data from the subjects them-
selves (i.e. by written or verbal request) 
or from third parties (i.e. purchasing 
addresses from address brokers).

Erasure
The obliteration of data by physical 
means (i.e. shredder) or the removal 
of data from storage media (i.e. by 
overwriting hard discs).

Ways of handling personal data

Storage
collect and retain on a storage 
medium.

Block
Label so as to limit further pro-
cessing (i.e. right to veto use for 
marketing).

Alteration
change the content of, place 
in a different context.

Transmission
transmit to persons within the 
same controller (company, or-
ganisation).

Use
Any other kind of utilization, i.e. 
evaluation. 

Transferral
Pass on to persons outside the 
company or organisation (third 
parties).
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Examples: what is allowed?

A company sends info on a new product via its mailing list to 
its regular customers for advertising purposes.

allowed  because customer data may be used in adver-
tising a company’s own products.

A company stores customer data for the purpose of concluding 
a contract and checking any warranty claims.

allowed  because data processing occurs on the basis 
of an existing contractual relationship.

Use of data for company’s own marketing although the cus-
tomer has stipulated that no advertising material should be 
sent.

not allowed  because data should be blocked where an 
objection to marketing use exists.

A doctor gives the details of patients’ addresses to a phar-
maceutical firm so that the firm can send the patient adverti-
sing material.

not allowed  because the medical secrecy clauses in the 
Penal Code prohibit this kind of transfer. 

A company transfers wage and income data on its staff to the 
tax office and the social security bodies.

allowed  because the company is obliged to do so by 
law on tax and social security.

In a company agreement a company provides for the recording 
of working hours and the use of this data for the calculation of 
salary, leave and overtime.

allowed  because the company agreement is a permis-
sive rule that takes priority over the BDSG.

A company publishes the photograph of one of its sales staff 
on its homepage.

allowed  provided the staff member has consented to 
this publicity.

A company plans to alert its customers (consumers) by telepho-
ne to its new products.

allowed provided the customer has agreed to adverti-
sing by telephone.
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The whole company is responsible!

Senior Staff
implementation and 
monitoring of compliance 
with statutory and internal 
company rules

Consultation prior to introduc-
tion or amendment of data 
protection processes

Issuing of work instructions and 
authorizations, support with 
implementation and awareness 
of data protection

Information when mis-
use, loss or manipulation 
becomes known

Management
responsible for data 
protection internally and 
externally



11COMPANY

consultation

consultation

consultation

Issuing of work instructions and 
authorizations, support with 
implementation and awareness 
of data protection

staff member
protection of personal data 
from unauthorised access and 
illicit transmission

Data Protec-
tion Offi cer

Internal Monitoring by the   
Data Protection Offi cer

Company Data Protection Offi cers are responsible for ensu-
ring that data protection law is adhered to. They advise the 
management and staff and have a support function on all as-
pects of the correct handling of personal data. They are bound 
to maintain confi dentiality and are entitled to approach the 
Data Protection Supervisory Authority in cases of doubt.

A Data Protection Offi cer must be appointed in companies 
that process personal data by automated means and have 
more than nine staff members. Where a Data Protection Of-
fi cer does not need to be appointed, the management largely 
assumes these responsibilities. 

If a company has a staff representative body, this body also 
monitors adherence to data protection as it relates to staff 
details.

If you have any questions on data protection or data security, 
any doubts in this connection, you should approach the Data 
Protection Offi cer in your company.



12 COMPANY

Data Security Measures

To guarantee data protection, 
the BDSG requires the imple-
mentation of suitable technical 
and organisational measures. 
These measures are also 
known as the 8 command-
ments of data security. 

A company is responsible for 
organising these measures. 
Each individual staff member 
shares responsibility for the im-
plementation of these control 
measures. Correct conduct is 
essential if data protection and 
data security are to be guaran-
teed. 

Access control
Unauthorised persons should be prevented 
from using data processing systems, i.e. by 
the use of passwords.

Control of admittance
Unauthorised persons should not be admitted to systems where 
data are processed or used, i.e. by defi ning which personnel are 
authorised, badge readers, locking rooms.

Control of utilisation
It should be ensured that those entitled to use data processing 
systems only utilise those data that they are authorised to ac-
cess and that personal data cannot be processed, used and 
accessed after storage in any unauthorised way. This can be 
achieved, for instance, by keeping storage media locked rooms, 
locating them in secure areas, rules for the secure disposal of 
storage media no longer required.

Control of input
Steps should be taken to ensure that it is pos-
sible to check and establish if data has been 
entered into data processing systems, who 
has entered them, if any alterations or erasu-
res have been undertaken i.e. by logging.
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Control of separation
It is to be ensured that data that have been 
collected for different purposes are processed 
separately from each other.

Control of availability
Personal data must be protected against random destruction 
or loss (i.e. by water, lightning, power failures), for example by 
making backup copies that are stored in special protected lo-
cations.

Control of transmission
It is to be ensured that personal data cannot be read, copied, al-
tered or erased during electronic communication, in the course 
of transport or during recording to storage media; it must be 
possible to check and establish to which bodies personal data 
are to be transmitted via data transmission facilities, i.e. by 
using data encryption, transporting storage media in sealed 
containers.

Control by a processor
It is to be ensured that when data are pro-
cessed on behalf of others, they are only pro-
cessed as stipulated by the contracting party.
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The rights of the data subject

The BDSG describes those individuals whose data are processed and whose personal rights are 
protected by the Act as “data subjects”. Data subjects can, for example, be staff members, custo-
mers or the contact person for a company client. The BDSG gives data subjects rights to transpa-
rency, rectifi cation and support.

Right to rectifi cation and support
in the event of inaccurate data

and complaints

Transparency Obligation
right to information
right  to notifi cation

inspection of public procedure register

Data subject Company
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Transparency obligation

The controller has an obligation to inform data subjects. When collecting personal data, controllers 
must reveal their identity, the purpose of the collection, processing or use of the data and possible 
categories of recipients. If data are collected from third parties (such as credit agencies or address 
brokers) there is a notification obligation, although this contains a long catalogue of exceptions.

Upon enquiry by data subjects, the controller is obliged to give information on the stored data, their 
origins and possible recipients and the purpose for which they were collected. This information is 
generally to be given in writing and free of charge.

There is also the possibility for anyone to inspect the public procedure register held by the compa-
ny Data Protection Officer to find out about any of their data being processed. This register has 
information on the groups of persons involved, the purpose of data processing, categories of data 
recipients and prescribed periods for erasure.

Right to rectification

In cases of inaccuracy or where processing was not legitimate, data subjects may request the 
erasure of their personal data. Where there is disagreement, the data have to be blocked until 
final clarification has been obtained. Should data subjects not agree to their data being used for 
marketing purposes, this use is also to be blocked.

Data subjects can approach the company Data Protection Officer in the event of complaints or que-
ries. Data Protection Officers are obliged to maintain strict confidentiality in respect of approaches 
by data subjects unless they have been released from this obligation.
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Know your way around data protection? Test your knowledge!

1

2 

3

7

9

8

6

5

4

solution: 1b, 2b, 3a/b/c, 4a, 5a, 6b, 7a/b/c, 8b, 9a/b

The BDSG protects ...

(more than one answer possible)

a) the company
b) individuals

The data protection supervisory authority can ... a) dismiss employees
b) impose fines

Use of data on a company’s regular customers to 
advertise the company’s own products is ...

a) allowed
b) not allowed

Responsibility for in-company data protection 
rests with ...

a) the management/board
b) the executive
c) the staff

Data that are no longer required should be ... a) erased
b) blocked

Control of access can be achieved for instance by ... a) locking rooms
b) password protection

Data protection monitoring is the responsibility of ... a) employees’ representatives
b) the supervisory authority
c) the company data protection officer

Data subjects vetoing use of their details for  
marketing, should request ...

a) erasure
b) blocking

The obligation to maintain data confidentiality 
means ...

a) no unauthorised data processing
b) maintaining confidentiality, including
    after the working relationship has ceased.
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