GDD - Arbeitskreis „Datenschutz-Praxis“

Template
Commission pursuant to Section 11 BDSG
Notes: This model text is intended for guidance. It should be amended to reflect the circumstances of any given case. In complex situations or where sensitive personal data are to be processed on behalf of others, additional or expanded clauses may be needed. 
The individual written provisions set out in Section 11(2) Nos 1 to 10 of the Federal Data Protection Act [Bundesdatenschutzgesetz - BDSG] should be used as a checklist and copied into the agreement appropriately. The alternatives applicable to the specific service relationship should be ticked. Gaps (marked .............) should be filled in according to the specific commission.

Agreement
between
....................................................................................................................................................
- (the “Principal”) -
and
....................................................................................................................................................
- (the “Agent”) -


1. Subject-matter and duration of the commission
Subject-matter of the commission
The subject-matter of the commission is derived from the Service Agreement / SLA / ................................................. dated  ......................, to which reference is made here (the “Service Agreement”).
or
	The subject-matter of the data processing commission is the performance of the following tasks by the Agent:

……………………………………………………………………… (definition of tasks)


Duration of the commission
	The duration (term) of this commission is equal to the term of the Service Agreement.

or (particularly where there is no Service Agreement for a specified term)
	The commission is for a one-off task.

or
	The duration (term) of this commission runs until............

or
	The commission is for an indefinite period and may be terminated by either party giving ................... notice to................ The right to terminate the commission without notice is unaffected by the above. 


2. Details of the substance of the commission
Scope, nature and purpose
of the proposed collection, processing or use of data 

	The scope, nature and purpose of the collection, processing and/or use of personal data by the Agent on behalf of the principal are described in detail in the Service Agreement dated.....................

or	
	More detailed description of the subject-matter of the commission in terms of the scope, nature and purpose of the tasks to be carried out by the Agent: ........................................

The data will be processed and used exclusively within the territory of the Federal Republic of Germany, a Member State of the European Union or another signatory to the Agreement on the European Economic Area. Any movement of data to a third country requires the prior consent of the Principal and is subject to compliance with the special requirements set out in Sections 4b and 4c BDSG.
Nature of the data 
	The nature of the personal data to be used is described in detail in the Service Agreement under: .......................

or
	The subject-matter of the collection, processing and/or use of personal data covers the following types/categories of data (list/description of categories of data)

	Personal master data 

Contact details (e.g. telephone, e-mail)
Contract master data (contractual relationship, interest in products or contracts) 


	Customer history

Billing and payment data
Planning and management data
Rating data (from third parties, e.g. rating agencies, or from public directories)
...

Persons affected (data subjects)
The group of data subjects affected by the processing of their personal data within this commission is described in detail in the Service Agreement under: ..................................
or
	The group of data subjects affected by the processing of their personal data within this commission includes (list/description of categories of data subjects concerned):

	Customers

Prospects
Subscribers
Employees in the meaning of Section 3(11) BDSG
Suppliers
Commercial representatives
Contacts
...

3. Technical/organizational measures
The Agent must document the implementation of the technical and organizational measures stipulated in advance of the commission before starting to process the data, giving details of the actual process to be followed, and must present this to the Principal for review. When accepted by the Principal, the documented measures will form the basis of the commission. Where this review or an audit by the Principal raises the need for amendments, these must be applied amicably.
Overall, the measures to be taken include actions not specific to the commission in relation to organizational control, access control, disclosure control, input control, job control and availability control, and to the need for a segregation of functions (see Annex ...), and commission-specific actions (particularly with regard to the type of data transfer/provision of data, the nature/method of data processing/storage and the nature/method of output/dispatch of the data), described separately below – where these are not covered by the underlying Service Agreement: 


..............................
The technical and organizational measures are subject to technical progress and development, and the Agent may implement adequate alternative measures. These must not however fall short of the level of security provided by the specified measures. Any material changes must be documented. The Agent must provide the Principal with the details set out in Section 4g(2) sentence 1 BDSG upon request.
4. Correction, deletion and blockings of data
The Agent may only correct, delete or block the data processed on behalf of the Principal when instructed to do so by the Principal. If a data subject should apply directly to the Agent to request the correction or deletion of his personal data, the Agent must forward this request to the Principal without delay.
5. Controls and other responsibilities of the Agent
In addition to complying with the provisions of this commission, the Agent has the following responsibilities under Section 11(4) BDSG:
	Written appointment – where stipulated by law – of a data protection official, able to discharge his duties as set out in Sections 4f and 4g BDSG. The official’s contact details must be supplied to the Principal to enable direct contact to be made.

	The maintenance of confidentiality in accordance with Section 5 BDSG. All persons who have access to personal data belonging to the Principal under the terms of this commission must give an undertaking to maintain confidentiality and must be informed of any special data protection requirements arising from this commission, and the limitation of use to specific purposes as instructed.

	The implementation and maintenance of all technical and organizational measures required for this commission according to Section 9 BDSG and the Annex thereto.

	Immediate notification to the Principal of any monitoring activities and measures undertaken by the supervisory authority pursuant to Section 38 BDSG. This also applies where a competent authority investigates the Agent in accordance with Sections 43 and 44 BDSG.

	Monitoring of the commission by way of regular reviews by the Agent concerning the performance and fulfillment of the contract, particularly compliance with and any necessary amendment to provisions and measures laid down to carry out the commission.

	Evidence to be provided to the Principal of the technical and organizational measures taken. For this purpose, the Agent may present up-to-date attestations, reports or extracts thereof from independent bodies (e.g. external auditors, internal audit, the data protection officer, the IT security department or quality auditors) or suitable certification by way of an IT security or data protection audit (e.g. ‘IT basic security’ as defined by the Federal Office for Information Security - BSI).



6. Subcommissions
Where sub-contractors are to be engaged for the processing or use of personal data belonging to the Principal, this will be allowed under the following conditions: 

	The commissioning of sub-contractors is only permitted with the prior written consent of the Principal. The Agent may engage his own affiliated companies or other sub-contractors for the performance of the contract without written consent, provided that he exercises the due care required by law, complies with the monitoring obligation set out in point (5) above, and informs the Principal before starting to process or use the data.

The Agent must set out the contractual agreements with the sub-contractor(s) in such a way that they reflect the data protection provisions agreed between the Principal and the Agent.
Where a sub-contractor is used, the Principal must be granted the right to monitor and inspect the sub-contractor in accordance with this Agreement and Section 11 BDSG in conjunction with item No 6 of the Annex to Section 9 BDSG. This also includes the right of the Principal to obtain information from the Agent, upon written request, on the substance of the contract and the implementation of the data protection obligations within the sub-contract relationship, where necessary by inspecting the relevant contract documents.
Subcommissions in the meaning of this provision do not include ancillary services ordered by the Agent from third parties to assist in the performance of the commission. These may be e.g. telecommunications services, maintenance and user support, cleaning, auditing or the disposal of data media. To safeguard the protection and security of the Principal’s data, even where ancillary services are taken from third parties, the Agent must however conclude adequate and lawful contractual agreements and undertake monitoring activities. 
7. Monitoring rights of the Principal
The Principal may carry out the job control stipulated in No. 6 of the Annex to Section 9 BDSG in consultation with the Agent, or appoint auditors to do so. The Principal may carry out sample checks on the Agent’s business premises, generally to be announced in advance, in order to verify compliance with this Agreement by the Agent. The Agent undertakes to provide the Principal with the information required to meet his job control obligation, and make the necessary documentation available.
With regard to the monitoring obligations of the Principal under Section 11(2) sentence 4 BDSG before the start of data processing and throughout the term of the commission, the Agent must ensure that the Principal can confirm adherence to the technical and organizational measures taken. For this purpose, the Agent must provide the Principal upon request with evidence of the implementation of the technical and organizational measures pursuant to Section 9 BDSG and the Annex thereto. Evidence of the implementation of any measures that do not only affect the specific commission may also be presented in the form of up-to-date attestations, reports or extracts thereof from independent bodies (e.g. external auditors, internal audit, the data protection officer, the IT security department or quality auditors) or suitable certification by way of an IT security or data protection audit (e.g. ‘IT basic security’ as defined by the Federal Office for Information Security - BSI).
8. Notification of infringements by the Agent
The Agent must notify the Principal in all cases where the Agent or persons employed by him infringe provisions relating to the protection of personal data belonging to the Principal or any other stipulations set out in the commission. 
The Parties are aware that Section 42a BDSG may impose a duty to inform in the event of the loss or unlawful disclosure of personal data or access to it. Such incidents should therefore be notified to the Principal immediately, regardless of their origin. This also applies to serious operational faults or where there is any suspicion of an infringement of provisions relating to the protection of personal data or other irregularities in the handling of personal data belonging to the Principal. In consultation with the Principal, the Agent must take appropriate measures to secure the data and limit any possible detrimental effect on the data subjects. Where obligations are placed in the Principal under Section 42a BDSG, the Agent must assist in meeting them. 
9. Principal’s authority to issue instructions
The data may only be handled under the terms of the agreements concluded and the instructions issued by the Principal (see Section 11(3) sentence 1 BDSG). Under the terms of the commission as described in this Agreement, the Principal retains a general right of instruction as to the nature, scope and method of data processing, which may be supplemented with individual instructions. Any changes to the subject-matter of the processing and any changes to procedure must be agreed and documented together. The Agent may only pass on information to third parties or to the data subject with the prior written consent of the Principal. 
The Principal must confirm any oral instructions immediately in writing or by e-mail (in text form). The Agent must not use the data for any other purpose and is particularly forbidden to disclose the data to third parties. No copies or duplicates may be produced without the knowledge of the Principal. This does not apply to backup copies where these are required to assure proper data processing, or to any data required to comply with statutory retention rules. 
The Agent must inform the principal immediately, in accordance with Section 11(3) sentence 2 BDSG, if he believes that there has been infringement of legal data protection provisions. He may then postpone the execution of the relevant instruction until it is confirmed or changed by the Principal’s representative.
10. Deletion of data and return of data media 
Upon completion of the contractual work or when requested by the Principal – and no later than the end-date of the Service Agreement – the Agent must return to the Principal all documents in his possession and all work products and data produced in connection with the commission, or delete them in compliance with data protection law with the prior consent of the Principal. The same applies to any test data and scrap material. The deletion log must be presented upon request. 
Documentation intended as proof of proper data processing must be kept by the Agent beyond the end of the Agreement in accordance with relevant retention periods. The Agent may hand such documentation over to the Principal after expiry of the Agreement.

Notes on the production of an Annex to the Agreement 
pursuant to Section 11 BDSG:
General technical and organizational measures pursuant to Section 9 BDSG and Annex

Access control to premises and facilities
Unauthorized access (in the physical sense) must be prevented.
Technical and organizational measures to control access to premises and facilities, particularly to check authorization:
Examples:
	Access control system
ID reader, magnetic card, chip card  see Section 6c BDSG
	(Issue of) keys

Door locking (electric door openers etc.)
Security staff, janitors
Surveillance facilities 
Alarm system, video/CCTV monitor  see Section 6b BDSG

2.	Access control to systems  
Unauthorized access to IT systems must be prevented.
Technical (ID/password security) and organizational (user master data) measures for user identification and authentication:
Examples:
	Password procedures (incl. special characters, minimum length, change of password)

Automatic blocking (e.g. password or timeout)
Creation of one master record per user
Encryption of data media

3.	Access control to data 
Activities in IT systems not covered by the allocated access rights must be prevented.
Requirements-driven definition of the authorization scheme and access rights, and monitoring and logging of accesses:

Examples:
	Differentiated access rights (profiles, roles, transactions and objects) 

Reports
Access
Change
Deletion

4.	Disclosure control 
Aspects of the disclosure of personal data must be controlled: electronic transfer, data transport, transmission control, etc.
Measures to transport, transmit and communicate or store data on data media (manual or electronic) and for subsequent checking:
Examples:
	Encryption/tunneling (VPN = Virtual Private Network)

Electronic signature
Logging
Transport security

5.	Input control 
Full documentation of data management and maintenance must be maintained.
Measures for subsequent checking whether data have been entered, changed or removed (deleted), and by whom:
Example:
	Logging and reporting systems


6. 	Job control 
Commissioned data processing must be carried out according to instructions.
Measures (technical/organizational) to segregate the responsibilities between the Principal and the Agent:

Examples:
	Unambiguous wording of the contract

Formal commissioning (request form)
Criteria for selecting the Agent
Monitoring of contract performance

7.	Availability control 
The data must be protected against accidental destruction or loss. 
Measures to assure data security (physical/logical):

Examples:
	Backup procedures

Mirroring of hard disks, e.g. RAID technology
Uninterruptible power supply (UPS)
Remote storage
Anti-virus/firewall systems
Disaster recovery plan

8.	Segregation control 
Data collected for different purposes must also be processed separately.
Measures to provide for separate processing (storage, amendment, deletion, transmission) of data for different purposes:

Examples:
	“Internal client” concept / limitation of use

Segregation of functions (production/testing)

