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Transparency obligations in data processing

The introduction of the General Data Protection Regulation (GDPR) goes hand in hand with
an strengthening of the rights of the data subjects. ,, Effective protection of personal data
throughout the Union requires the strengthening and setting out in detail of the rights of
data subjects (...)" is therefore expressly stated in Recital 11 GDPR. The main pillars of the
new rights of the data subject are, in addition to the stricter liability regime and the newly
introduced individual rights, the expanded transparency obligations in the context of data

processing.

Art. 13 GDPR is dedicated to the information requirements for directly from the data subject
collected personal data, Art. 14 GDPR is the counterpart, where personal data have not been
obtained from the data subject but from third parties. The data subject should receive the
information in a clear and plain language and in a concise, transparent, intelligible and ea-
sily accessible form (Art. 12 para. 1 sentence 1 GDPR). Such information shall always be free

of charge (Art. 12 para. 5 GDPR).

On 11 April 2018, the Article 29 Working Party adopted its WP 260 on Transparency under
General Data Protection Regulation (GDPR).

The working group ,,GDPR best practices “ of the German Association for Data Protection and
Data Security (GDD) presents in the following a hybrid data protection information which

meets the respective requirements of Art. 13 & 14 GDPR in equal measure.
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1. General information

1.1 Distinction between Art. 13 & 14
GDPR

According to the editorial heading, Art. 13 GDPR
regulates the obligation to provide information
when personal data are collected from the data
subject. Art. 14 GDPR, on the other hand, regula-
tes the information to be provided where personal
data have not been obtained from the data subject.
Recital 61 makes a distinction in this regard as to
whether the data are collected directly from the
data subject or from another source. The distinc-
tion between direct and indirect collection follows
the approach already mentioned in Art. 10 and 11
Directive 95/46/EC. In this respect, direct collec-
tion shall be understood to mean any collection of
personal data with the knowledge or the participa-
tion of the data subject. The information content of
Art. 13 & 14 GDPR are largely identical:

Art. 13 Art. 14
Controller and (1) lettera (1) letter a
representative
Data protection (1) letter b (1) letter b
officer
Purposes of the (1) letter c (1) letter c
processing and
legal basislage
Categories of - (1) letterd
personal data
concernedlage
Legitimate inte- (1) letterd (2) letter b
restslage
Recipients or (1) letter e (1) letter e
categories of
recipientslage
transfer to a (1) letter f (1) letter f

third countrylage
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Art. 13 Art. 14

Storage period (2) letter a (2) letter a

Right of access (2) letter b (2) letter c
(Art. 15); rectifi-

cation (Art. 16);

erasure (Art. 17

para. 1); restric-

tion of proces-

sing (Art. 18);

object (Art. 21);

data portability

(Art. 20)

Withdraw con-
sent

(2) letter c (2) letterd

Right to lodge a (2) letterd (2) letter e

complaint
Obligation to (2) letter e -
provide perso-

nal data

Source of the - (2) letter f

personal data
Automated (2) letter
decision-making

(2) letterg

1.2 Transparency obligations outside
of Art. 13 & 14

Transparency is not only stipulated in Art. 13 and
14 GDPR. Within the GDPR there are further infor-
mation obligations, such as

>> the access to the personal data according to
Art. 15 GDPR,

>> informing the data subject in connection with
the rectification or erasure of personal data pur-
suant to Art. 19 sentence 2 GDPR,

>> the right to object which shall be explicitly
brought to the attention of the data subject at
the latest at the time of the first communication
pursuant to Art. 21 para. 4 GDPR

>> the provision of the arrangement between joint
controllers in accordance with Art. 26 para 2
sentence 2 GDPR or also
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>> the communication of a personal data breach
to the data subject according to Art. 34 GDPR.

Besides, imprint obligation of website operator, du-
ties to provide information with respect to distance
contracts, transparency of conditions etc., continue

to apply.

\/

The present practical guidelines
deal exclusively with the transpa-
rency pligations according to

Art. 13 & 14 GDPR.

1.3 Distinction between the respecti-
ve paragraphs 1 and 2

Both, Art. 13 and Art. 14 GDPR include a structural
separation of the information content, which is re-
flected in the respective paragraphs 1 and 2. Consi-
deration has to be given to the separation first with
regard to Art. 13 para. 3 and Art. 14 para. 4 GDPR:
The Information of paragraph 2 must be commu-
nicated in case of subsequent change of purpose
(possibly again).

In the Article 29 Working Party’s view, the in-
formation content of the respective paragraphs 1
and 2 are treated in the same way. It is only ap-
parent that the additional information are only to
be communicated when necessary to ensure fair
and transparent processing. The requirement of
a ,fair and transparent processing” is, of course,
according to Art. 5 para. 1 letter a GDPR inher-
ent in the entire GDPR. A qualitative distinction
of the information according to para. 1 and 2
therefore is not possible. There is also no indi-
cation of which information in para. 2 must be
communicated in individual cases and which not.
Also, the access to personal data according to
Art. 15 para. 1 GDPR doesn’t know such a distinc-
tion.

In case of doubt, because of the high liabili-
ty risk (see Art. 83 para. 5 letter b GDPR), more
information is always advisable. In particular, if a
change from one medium to another occurs by re-
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ferring to a website, omitting information on the
website is all the more difficult to justify.

1.4 Changing from one media to
another

Some processing situations do not allow to pro-
vide the data subject a multi-page imprint of the
transparency information immediately (e.g., ven-
ding machine sales, telephone transactions, lottery
postcard). Excessive information at once can also
overburden data subjects by distracting them from
essential information.

The Article 29 Working Party has already stated
in Working Paper 100 that ,, the principle that a fair
processing notice does not need to be contained in
a single document. Instead - so long as the sum to-
tal meets legal requirements - there could be up to
three layers of information provided to individuals”
if all these levels meet legal requirements.

0 Also, the ECJ has decided in case
C-146/16 (March 30th, 2017) that
spatial or temporal limitations of a
communication medium may justify

providing the necessary information
by other means.

The Article 29 Working Party upholds its position
in WP 260 regarding the separate levels of infor-
mation.

However, the law does not answer the question
of a permissible segregation of information when
changing from one medium to another within the
same communication with the data subject. Only
easy access is always emphasized. Of course, provi-
ding only easy access is of a different quality than,
for example, immediate provision or addition of
information. Overall, the GDPR is characterized by
the promise of a data protection legislation for the
digital age. This promise will now be honored.

Which information must be given to the data
subject directly (1st level) and which information
content may be provided on a separate website or
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by fax, etc. (2nd level) depends mainly on whether
the respective information is essential for the deci-
sion for making personal data available.

The 1st level information must be a kind of deal
breaker. By contrast, 2nd-level information is in-
tended for those who are particularly interested in
privacy-related issues or in the case of conflict.

\/

The following overview presents
the scheme of the 1st and 2nd
level information as an example.
Depending on the processing or
display type, shifts may occur.

1st level 2nd level

Identity and the contact
details of the controller

Identity and the contact
details of the controller’s
representative

Contact details of the
data protection officer

Purposes of the proces-
sing

Legitimate interests pur-
sued by a third party

Categories of recipients

The controller’s intention
to transfer personal data
to a third country or in-
ternational organisation

Legal basis for the pro-
cessing

Legitimate interests pur-
sued by the controller

Recipients

Existence or absence of
an adequacy decision by
the Commission, or refe-
rence to the appropriate
or suitable safeguards
and the means by which
to obtain a copy of them
or where they have been
made available

Period or the criteria
used to determine that
period for which the per-
sonal data will be stored
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1st level

Obligation to provide the
personal data and of the
possible consequences
of failure to provide such
data

Existence of automated
decision-making, inclu-
ding profiling

2nd level

Existence of the right to
request from the con-
troller access to and
rectification or erasure of
personal data or restric-
tion of processing con-
cerning the data subject
or to object to proces-
sing as well as the right
to data portability

Provision of personal
data is a statutory or
contractual requirement,
or a requirement ne-
cessary to enter into a
contract

Existence of the right to
withdraw consent at any
time,

Existence of the right to
lodge a complaint with a
supervisory authority

Meaningful information
about the logic involved,
as well as the signifi-

cance and the envisaged
consequences of such
processing for the data
subject

Categories of personal
data concerned (only
for data have not been
directly obtained from
the data subject)

Source of personal data
(only for data have not
been directly obtained
from the data subject)

1.5 Date

In the case of a collection from the data subject,
the information must be provided “at the time
when personal data are obtained” (Art. 13 para.
1 GDPR). Outside the direct collection, the cont-
roller shall provide the information pursuant to
Art. 14 para. 3 GDPR
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a) within a reasonable period after obtaining the
personal data, but at the latest within one month,
having regard to the specific circumstances in
which the personal data are processed,

b) if the personal data are to be used for com-
munication with the data subject, at the latest at
the time of the first communication to that data
subject; or

c) if a disclosure to another recipient is envisaged,
at the latest when the personal data are first dis-
closed.

The one-month time limit of Art. 14 para 3 letter
a GDPR indicates the maximum duration, while the
time limits of letters b and c shall never lead to a
delay.

The Article 29 Working Party recommends that,
even when transparency information does not ma-
terially change, controllers facilitate data subjects
to have continuing easy access to the information
to re-acquaint themselves with the scope of the
data processing.

There is no reason for this. Data subjects who
no longer have an overview of the transparency in-
formation can obtain this overview in the context
of the right of access by the data subject pursuant
to Art. 15 GDPR. In accordance with the accoun-
tability principle, controllers should also consider
whether, and at what intervals, it is appropriate for
them to provide express reminders to data subjects
as to the fact of the privacy statement/notice and
where they can find it.!

Providing all those data subjects with informati-
on at regular intervals without being asked merely
leads to ,transparency fatigue”. The information
will then no longer be taken into account in the
event of an actual change in content. Moreover, it
seems unreasonable to make controllers liable un-
der Art. 83 GDPR for something that is not prescri-
bed in Art. 13 and 14 GDPR.

1 Article 29 Working Party, WP 260 Rev. 1, 11.4.2018, no. 32.
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1.6 Transparency reset

It should be noted that the GDPR does not provide
for a mandatory information as of 25 May 2018,
i.e. there is no ,transparency reset” deriving of a
change of the data protection regime. The starting
point for the transparency requirements is always
the collection of data. The phase of collecting data
is in most of the cases already completed with the
application of the GDPR. Thus, there is no trigge-
ring event that would entail the transparency re-
quirements of Art. 13 and 14 GDPR. The notification
deadlines laid down in the GDPR cannot apply for
‘old cases’ taking which have taken place in the
past.

As a result, any mandatory transparency reset
would per se be delayed. Finally, it should be no-
ted that the data were already collected under the
conditions of an appropriate transparency regime
in accordance with Art. 10 and 11 of Directive
95/46/EC. Insofar as the former provisions have
been complied with, it can be assumed that a pro-
cessing is transparent, i.e. comprehensible within
the meaning of Art. 5 para. 1 lit. a GDPR.

1.7 Exceptions

In the GDPR transparency rights are not uncondi-
tionally granted. According to Art. 13 para. 4 GDPR,
information is not required in the case of direct
collection if and to the extent that the data sub-
ject already has the information. Outside the direct
collection, the transparency rules pursuant to Ar-
ticle 14 para. 5 GDPR do not apply if and insofar as

a) the data subject already has the information;

b) the provision of such information proves impos-
sible or would involve a disproportionate effort,
in particular for processing for archiving purpo-
ses in the public interest, scientific or historical
research purposes or statistical purposes, subject
to the conditions and safequards referred to in Ar-
ticle 89(1) or in so far as the obligation referred
to in paragraph 1 of this Article is likely to render
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impossible or seriously impair the achievement of
the objectives of that processing. In such cases
the controller shall take appropriate measures to
protect the data subject’s rights and freedoms and
legitimate interests, including making the informa-
tion publicly available;

c) obtaining or disclosure is expressly laid down by
Union or Member State law to which the controller
is subject and which provides appropriate measures
to protect the data subject’s legitimate interests;
or

d) where the personal data must remain confiden-
tial subject to an obligation of professional secrecy
regulated by Union or Member State law, including
a statutory obligation of secrecy.

In addition, the opening clauses in Art. 23 and 88
GDPR provide for the possibility of imposing nati-
onal restrictions. The federal legislator in Germany
has made use of this possibility by adopting the
new Federal Data Protection Act (FDPA). Sections 4
para. 2, 29, 32 and 33 FDPA contain minor excep-
tions in this respect.

2. Sample information

The following is an exhaustive set of information in
accordance with Art. 13 and 14 GDPR. Depending
on the processing, only those aspects that really
apply to the processing (e.g. international trans-
fers, profiling, legitimate interests) have to be in-
cluded in the information towards the data subject.

2.1 Data processor

>> Identity and the contact details of the control-
ler (1st Level)

>> Identity and the contact details of the
controller's representative (possibly 2nd level)

>> (ontact details of the data protection officer
(possibly 2nd level)
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2.2 Scope of processing

>> (ategories of personal data concerned
(1st level)

>> Source of personal data, if applicable, whether
they come from publicly available sources (1st
level, only for data have not been directly ob-
tained from the data subject)

>> Period or, if this is not possible, the criteria
used to determine that period for which the per-
sonal data will be stored (possibly 2nd level)

>> Purposes of the processing (1st level)

>> Legal basis for the processing (possibly 2nd
level)

>> Legitimate interests within the meaning of
Art. 6 para. 1 letter f GDPR pursued by the con-
troller (possibly 2nd level)

>> Legitimate interests within the meaning of
Art. 6 para. 1 letter f GDPR pursued by a third
party (1st level)

>> Provision of personal data is a statutory or con-
tractual requirement, or a requirement necessary

to enter into a contract (possibly 2nd level)

@

In cases in which legitimate inte-
rests are pursued in accordance
with Art. 6 para. 1 letter f GDPR, the
obligation to inform the data subject
about the right to object pursuant to
Art. 21 para. 4 GDPR must be obser-
ved. The notice must be intelligible
and provided separately from other
information.

>> Provision of personal data is a statutory or con-
tractual requirement, or a requirement neces-
sary to enter into a contract (possibly 2nd level)

>> QObligation to provide the personal data and
of the possible consequences of failure to pro-
vide such data (1st level)

>> Existence of automated decision-making, inclu-
ding profiling according to Art. 22 para. 1 and
4 GDPR (1st level) and - at least in those cases
- meaningful information (possibly 2nd level)
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about the logic involved, as well as the sig-
nificance and the envisaged consequences of
such processing for the data subject.

2.3 Transfers of personal data to
third countries

>> Recipients (possibly 2nd level) or categories of
recipients (1st level) of personal data

>> Fact that the controller intends to transfer per-
sonal data to a third country or international
organisation (1st level)

>> Existence or absence of an adequacy decision
by the Commission (possibly 2nd level)

>> Reference to the appropriate or suitable safe-
guards and the means by which to obtain a copy
of them or where they have been made available
(possibly 2nd level)

2.4 Rights of the data subject

>> Existence of the right to request from the con-
troller access to and rectification or erasure of
personal data or restriction of processing con-
cerning the data subject or to object to proces-
sing as well as the right to data portability (2nd
level, where applicable)

>> Existence of the right to withdraw consent
within the meaning of Art. 6 para. 1 letter a or
Art. 9 para. 2 letter a GDPR at any time (pos-
sibly 2nd level)

>> Existence of the right to lodge a complaint with
a supervisory authority (possibly 2nd level)

3. Specific processing
situations

3.1 Local store

In a shop location, where personal data is collected
in order to offer goods and services (e.g. persona-
lised ticket sales, collection of contact information
etc.), the relevant information can be indicated by
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a notice. Data subjects should be provided with
printouts in case he/she demands it.

3.2 Telephone order

When ordering or making a reservation by telepho-
ne, voice reproduction of the entire transparency
information does not appear to be useful and ap-
propriate for the purpose. Such information could,
for example, be provided as a menu function (voice
response or link via SMS to the mobile phone) and
otherwise be linked to an (easily remembered) URL.

3.3 Vending machine purchase

Even with vending machines, it does not seem ap-
propriate to provide the customer (who may even
be under time pressure) with all information on the
screen at once. Here, the display should be limi-
ted to the essential 1st-level information and the
reference to an (easy to remember) URL should be
given or noted on the ticket printout. However, it
is possible to make the information available in full
to interested data subjects as a menu option.

3.4 Lottery by mail

Competitions by postcard should not overburden
data subjects with data protection information.
Although the information does not have to fit on
the postcard itself (because the data subject sends
it away immediately), a magazine insert, for ex-
ample, may be limited to essential 1st-level infor-
mation and offer a different form of presentation
for the remaining information.

3.5 Employee data

Employees do not necessarily have all the informati-
on relevant to data protection simply because they
have a close contractual relationship with the data
controller. Necessary transparency requirements can
be communicated as an attachment to the employ-
ment contract. In addition, it is advisable to keep
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corresponding information, which may be subject
to constant change and updating, on a company
intranet site.

3.6 Applicant management

A distinction must be made in the application pro-
cedure: In an online applicant portal, the transpa-
rency information must be provided immediately.
In the case of purely online processing, it is per-
mitted to provide 1st and 2nd level information on
separate subpages. The application by analogous
mail is either directed specifically at a job adver-
tisement or is made on the data subject’s own in-
itiative. In both cases, personal data will only be
collected when the application is being reviewed. A
possible job advertisement may therefore be limi-
ted to basic information if the final information is
supplied subsequently.

o This is a direct collection within the

meaning of Art. 13 GDPR, but atypi-
cally the data subject is not present.
Art. 14 GDPR does not apply. Under
certain circumstances, research in
career portals can also be regarded
as direct collection, since the data
are fed into the net at the instigation
and with the will of the data subject
for all interested parties.
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Gesellschaft fir Datenschutz
und Datensicherheit e.V.

Mitglied werden? Mehr Informationen?

https://www.gdd.de/service/mitglied-werden oder eine E-Mail an: infofdgdd.de

Eine Mitgliedschaft bietet wesentliche Vorteile:

>> Mitglieder-Nachrichten mit aktuellen Fachinformationen

>> Bezug der Fachzeitschrift RDV (Recht der Datenverarbeitung)

>> Beratung bei konkreten Einzelfragen

>> Zugriff auf Rechtsprechungs- und Literaturarchiv

>> Online-Service ,Dataagenda Plus” (Muster, Checklisten, RDV ONLINE Archiv, Arbeitspapiere etc.)

>> Mitarbeit in Erfahrungsaustausch- und Arbeitskreisen

>> Teilnahme an den kostenfreien GDD-Informationstagen sowie Vergiinstigungen bei Seminaren u.v.m.

SchlieRen Sie sich unseren mehr als 3.800 Mitgliedern an. Eine Mitgliedschaft erhalten Sie schon ab
150,- EUR/Jahr fiir Privatpersonen und ab 300,- EUR/Jahr fiir Firmen.
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